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Tectia SSH 6.6.7 & & U Tectia Quantum SSH 6.6.7 THRHINTWARETZILIAVIL—E

Ciphers
MTFoBESETILIAV LD R—bINTUVET (F7 4L FTIEFRFOBSHEFAIINTUVET),

MFo@ Ciphers | FIPS E— RTEMETT £H Ao

MACs

AES-128-CBC
AES-128-CTR
AES-192-CBC
AES-192-CTR
AES-256-CBC
AES-256-CTR
CryptiCore (Tectia)
3DES

SEED (Tectia)

Arcfour

CryptiCore (Tectia)
Arcfour
Blowfish
Twofish

Blowfish

Twofish

Twofish-128
Twofish-192
Twofish-256
AEAD_AES_128_GCM
AEAD_AES_256_GCM
AES256-GCM (OpenSSH)
AES128-GCM (OpenSSH)

Twofish-128
Twofish-192
Twofish-256
SEED (Tectia)

MFDOMAC 7L LD R—bENTVET (T 74N ETEAFOMAC BRI TNTVET ),

CryptiCore (Tectia)
HMAC-SHA2-256
HMAC-SHA256-2 (Tectia)
HMAC-SHA224 (Tectia)
HMAC-SHA256 (Tectia/0ld)
HMAC-SHA384 (Tectia)
HMAC-SHA2-512

HMAC-SHA512 (Tectia)
HMAC-SHA2-256-ETM (OpenSSH)

UTDMACs 1& FIPS E— R TEIMETT EE Ao
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CryptiCore (Tectia)
HMAC-MD5

HMAC-MD5-96
HMAC-MD5-96-ETM (OpenSSH)
HMAC-MD5-ETM (OpenSSH)
HMAC-SHA-1-96

HMAC-SHA2-512-ETM (OpenSSH)
HMAC-SHA1

HMAC-SHA1-96

HMAC-SHA1-ETM (OpenSSH)
HMAC-SHA1-96-ETM (OpenSSH)
HMAC-MD5

HMAC-MD5-96

HMAC-MD5-ETM (OpenSSH)
HMAC-MD5-96-ETM (OpenSSH)

HMAC-SHAL1-96-ETM (OpenSSH)
HMAC-SHA224 (Tectia)
HMAC-SHA256 (Tectia/0ld)
HMAC-SHA256-2 (Tectia)
HMAC-SHA384 (Tectia)
HMAC-SHA512 (Tectia)
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Host key and Public Key Signature algorithms

MTFOBRBATZINIVILDYR—bINTVET (FT7 4 TERFORI MR7ILIAU XLDFFAISNTVET),

MFdHost key algorithms (£ FIPS E— R TEIECET £ A,

KEXs

rsa-sha2-512

rsa-sha2-256

ssh-dss

ssh-rsa

ssh-rsa-cert-v01l (OpenSSH)
ssh-dss-cert-v01l (OpenSSH)
ssh-dss-sha224 (Tectia)
ssh-dss-sha256 (Tectia)
ssh-dss-sha384 (Tectia)
ssh-dss-sha512 (Tectia)
ssh-rsa-sha224 (Tectia)
ssh-rsa-sha256 (Tectia)
ssh-rsa-sha384 (Tectia)
ssh-rsa-sha512 (Tectia)
rsa-sha2-256-cert-v01 (OpenSSH)
rsa-sha2-512-cert-v0@1 (OpenSSH)
x509v3-ssh-dss
x509v3-ssh-rsa
x509v3-rsa2048-sha256
x509v3-sign-dss
x509v3-sign-rsa

x509v3-sign-dss-sha224 (Tectia)

ssh-dss
ssh-rsa
ssh-dss-cert-v01l (OpenSSH)
ssh-rsa-cert-v0l (OpenSSH)

x509v3-sign-dss-sha256 (Tectia)
x509v3-sign-dss-sha384 (Tectia)
x509v3-sign-dss-sha512 (Tectia)
x509v3-sign-rsa-sha224 (Tectia)
x509v3-sign-rsa-sha256 (Tectia)
x509v3-sign-rsa-sha384 (Tectia)
x509v3-sign-rsa-sha512 (Tectia)
ecdsa-sha2-nistp256
ecdsa-sha2-nistp384
ecdsa-sha2-nistp521
ecdsa-sha2-nistp256-cert-vol
(OpenSSH)
ecdsa-sha2-nistp384-cert-vol
(OpenSSH)
ecdsa-sha2-nistp521-cert-vol
(OpenSSH)
x509v3-ecdsa-sha2-nistp256
x509v3-ecdsa-sha2-nistp384
x509v3-ecdsa-sha2-nistp521
ssh-ed25519
ssh-ed25519-cert-v0@1 (OpenSSH)

x509v3-ssh-dss
x509v3-ssh-rsa
x509v3-sign-dss

x509v3-sign-rsa

RO KEX 7LDV XL R=-ETNTVET (T7 AL ETIERFO KEXDFFAI TN TUVET ).

DH-Groupl-SHA1
DH-Groupl4-SHA1
DH-Groupl4-SHA224 (Tectia)
DH-Groupl14-SHA256
DH-Groupl14-SHA256 (Tectia)
DH-Groupl5-SHA256 (Tectia)
DH-Groupl5-SHA384 (Tectia)
DH-Groupl6-SHA384 (Tectia)
DH-Groupl6-SHA512
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DH-Groupl6-SHA512 (Tectia)
DH-Groupl18-SHA512
DH-Groupl8-SHA512 (Tectia)
DH-GEX-SHA256

DH-GEX-SHA1

DH-GEX-SHA224 (Tectia)
DH-GEX-SHA384 (Tectia)
DH-GEX-SHA512 (Tectia)
ECDH-NISTP256
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» ECDH-NISTP384
» ECDH-NISTP521

LUFRD KEX I&. Tectia QuantumhRCOAHR—rTINTVET

PQC: mlkeml1l024nistp384-sha384

PQC: mlkem768nistp256-sha256

PQC: mlkem768x25519-sha256

PQC: ecdh-nistp521-kyberl1024-sha512
(Tectia)

* PQC: curve448-kyberl1024-sha512

MF®D KEX [ FIPS E— R TEIEFCET £H A,

e DH-Groupl-SHAl
* DH-GEX-SHAl
o DH-GEX-SHA224 (Tectia)
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® Curve25519-sha256
® Curve25519-sha256 (libssh)

(T 74 FTIFKFD KEX AFFRI TN TUVET ),

(Tectia)

® PQC: curve25519-frodokeml1344-sha512
(Tectia)

® PQC: sntrup761x25519-sha512
(OpenSSH)

¢ DH-GEX-SHA-256
e DH-SHA-384 (Tectia)
* DH-SHA-512 (Tectia)
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