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728f6bdd [2] / 0xfedbdd1ib } Info; HASH hash .= M-ID[4] = 0xfedbddib

DEBUG  *** SSH_IPADDR_ANY ***:500 (Initiator) <-> || N S ¢ 1bb52r40 0053282 - ccbscfaz
728f6bdd [2] / 0xf9dbdd1b } Info; HASH hash .= rest of packet[28] = 0x0000001c 00000001
01100001 1bb52f4d 0d532f82 ccb5cf32 728f6bdd

DEBUG *** SSH_IPADDR_ANY
728f6bdd [2] / 0xf9dbdd1b } Info; Output of HASH hash[16] = 0xc71b96b8 e76a7b6f 78a089f3
0070343f

DEBUG  *** SSH_IPADDR_ANY ***:500 (Initiator) <-> | N EEEEEENN  1bbs2f4d 0d532f82 - ccbScf32
728f6bdd [2] / 0xfedbdd1b } Info; Deleting negotiation

DEBUG
728f6bdd [-1] / unknown } Aggr; Removing negotiation

DEBUG  *** SSH_IPADDR_ANY **=:500 (Initiator) <-> [N NEEEESENE | 1bb52f4d 0053282 - ccbScf32
728f6bdd [-1] / unknown } Aggr; Deleting negotiation

DEBUG unknown (unknown) <-> unknown { unknown [unknown] / unknown } unknown; Packet to unknown

teakmp SA, ip = [N

»

Moderate

NET-G Secure VPN Client 7 ZHNZ&IZDWT

NET-G Secure VPN Client T AR AIRFICH I SN0 7 ONE, KOEZ LD
JRIR DWW TR L £ 7,

FREIEE D" 7

Phase-1, Phase-2 #£i2. p¥i(done) L TWA Z L NHERTE £ 7,
XKHLETH IPsec D EWIITONTWAINEEZRLTEBY 9, EEDOR
BICB L T TR 7230y,

15:14:30: Auth: Info: Phase-1 [initiator] between
usr@fodn (udp:500, [0.. 15]=XXXXXXXX@XXX. com) and
ipv4 (udp:500, [0.. 3]=XXX. XXX. XXX. XXX) done.

15:14:32: Auth: Info: Phase-2 [initiator] done bundle 6 with 2 SA’s by
rule 344: ipsec ipvé(any:0, [0..3]=XXX. XXX. XXX. XXX) <-

>ipv4_subnet (any:0, [0.. 7]1=XXX. XXX. XXX. XXX/24) (gw: ipv4 (any:0, [0..3]=XXX
XXX, XXX, XXX))'




15:14:32: Auth: Info: SA ESP[866e6fcal alg [aes—cbc/16]+hmac[hmac—
sha1-96] bundle [6,0] pri O opts

src=ipv4 (any:0, [0.. 3]=XXX. XXX. XXX. XXX)
dst=ipv4_subnet (any:0, [0.. 7]=XXX. XXX. XXX. 0/24)

15:14:32: Auth: Info: SA ESP[58c8201e] alg [aes-cbc/16]+hmac[hmac-
shal-96] bundle [6,0] pri O opts
src=ipv4_subnet (any:0, [0.. 7]=XXX. XXX. XXX. 0/24)

dst=ipv4 (any:0, [0. . 3]=XXX. XXX. XXX. XXX)

15:14:32: DEBUG: *#x SSH_IPADDR_ANY *xx:500 (Initiator) <->
XXX. XXX. XXX. XXX:500 { 56d45a28 8c11e14f - 2d9eaaae d82d4c8f [0] /
0x7249ced5 } OM; Encode packet, version = 1.0, flags = 0x00000001

15:14:32: DEBUG: *#x SSH_IPADDR_ANY *#x:500 (Initiator) <->
XXX, XXX. XXX. XXX. :500 { 56d45a28 8cl11el4f - 2d9eaaae d82d4c8f [0] /
0x7249ced5 } QM; Connected
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15:19:09: DEBUG: s+ SSH_IPADDR_ANY **xx:500 (Initiator) <->
XXX. XXX. XXX. XXX:500 { ¢1290ff4 d9550bf7 - 00000000 00000000 [-1] /
0x00000000 } Aggr; Retransmitting packet, retries =5

15:19:11: DEBUG: *#x SSH_IPADDR_ANY **xx:500 (Initiator) <->
XXX. XXX. XXX. XXX:500 { c1290ff4 d9550bf7 - 00000000 00000000 [-1] /
0x00000000 } Aggr; Retransmitting packet, retries = 4

15:19:15: DEBUG: *# SSH_IPADDR_ANY **%:500 (Initiator) <->
XXX. XXX. XXX. XXX:500 { ¢1290ff4 d9550bf7 - 00000000 00000000 [-1] /
0x00000000 } Aggr; Retransmitting packet, retries = 3




15:19:23: DEBUG: % SSH_IPADDR_ANY *%:500 (Initiator) <->
XXX. XXX. XXX. XXX:500 { ¢1290ff4 d9550bf7 — 00000000 00000000 [-1] /
0x00000000 } Aggr; Retransmitting packet, retries = 2

15:19:33: DEBUG: *#+ SSH_IPADDR_ANY **xx:500 (Initiator) <->
XXX. XXX. XXX. XXX:500 { ¢1290ff4 d9550bf7 - 00000000 00000000 [-1] /
0x00000000 } Aggr; Retransmitting packet, retries = 1

15:19:38: DEBUG: s+ SSH_IPADDR_ANY **%:500 (Initiator) <->
XXX. XXX. XXX. XXX:500 { c1290ff4 d9550bf7 - 00000000 00000000 [-1] /
0x00000000 } Aggr; Removing negotiation

15:19:38: DEBUG: *# SSH_IPADDR_ANY *%:500 (Initiator) <->
XXX. XXX. XXX. XXX:500 { ¢1290ff4 d9550bf7 - 00000000 00000000 [-1] /
0x00000000 } Aggr; Connection timed out or error, calling callback

15:19:38: Auth: Info: Phase-1 [initiator] between
usr@fadn (udp:500, [0.. 15]=XXXXXX@dit. com) and
ipv4 (udp:500, [0..3]=XXX. XXX. XXX. XXX) failed; Timeout.

15:19:38: DEBUG: *++ SSH_IPADDR_ANY **xx:500 (Initiator) <->
XXX. XXX. XXX. XXX:500 { ¢1290ff4 d9550bf7 - 00000000 00000000 [-1] /
0x00000000 } Aggr; Deleting negotiation
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15:31:32: DEBUG: *#% SSH_IPADDR_ANY *%:500 (Responder) <->
XXX. XXX. XXX. XXX:500 { a4294cfd 49751620 - 6c2986F4 5fab69ab [0] /
0x00000000 } Info; Packet to old negotiation




15:31:32: DEBUG: s SSH_IPADDR_ANY ***x:500 (Responder) <->
XXX. XXX. XXX. XXX:500 { a4294cfd 49751620 - 6c2986f4 5fab69ab [0] /
0x00000000 } Info; Version = 1.0, Input packet fields = 0200 N

15:31:32: DEBUG: *#* SSH_IPADDR_ANY x***:500 (Responder) <->
XXX. XXX. XXX. XXX:500 { a4294cfd 49751620 - 6¢2986f4 5fab69ab [0] /
0x00000000 } Info; Received notify err = No proposal chosen (14) to

isakmp sa, delete it

15:31:32: DEBUG: % SSH_IPADDR_ANY ##x:500 (Responder) <->
XXX. XXX. XXX. XXX:500 { a4294cfd 49751620 - 6¢c2986f4 5fab69ab
0x00000000 } Info; Connected

15:31:32: DEBUG: s+ SSH_IPADDR_ANY x***:500 (Responder) <->
XXX. XXX. XXX. XXX:500 { a4294cfd 49751620 - 6¢2986f4 5fab69ab
0x00000000 } Info; Deleting negotiation

15:31:32: DEBUG: **+ SSH_IPADDR_ANY **xx:500 (Initiator) <->
XXX. XXX. XXX. XXX:500 { a4294cfd 49751620 - 6c2986f4 5fab69ab
0x00000000 } Aggr; Removing negotiation

15:31:32: DEBUG: *+* SSH_IPADDR_ANY **x:500 (Initiator) <->
XXX. XXX. XXX. XXX:500 { a4294cfd 49751620 - 6¢2986f4 5fab69ab [-1] /
0x00000000 } Aggr; Connection got error = 14, calling cal Iback

15:31:32: Auth: Info: Phase-1 [initiator] between
usr@fadn (udp:500, [0..15]=testuser@dit. com) and
ipv4 (udp:500, [0..3]=XXX. XXX. XXX. XXX) failed; No proposal chosen
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15:29:35: DEBUG: s SSH_IPADDR_ANY **x:500 (Initiator) <->

XXX. XXX. XXX. XXX:500 { 3cc09d31 9d45¢143 - a827f1d7 ee60dd3c [-1] /
0x00000000 } Aggr; Output SKEYID_e hash[16] = Ox1fc7100f e754b951
df6bcab0 21554660

15:29:35: DEBUG: s+ SSH_IPADDR_ANY *#*:500 (Initiator) <->

XXX. XXX. XXX. XXX:500 { 3cc09d31 9d45¢c143 - a827f1d7 ee60dd3c [-1] /
0x00000000 } Aggr; Final encryption key[16] = Ox1fc7100f e754b951
df6bcab0 21554660

15:29:35: DEBUG: s SSH_IPADDR_ANY #xx:500 (Initiator) <->

XXX. XXX. XXX. XXX:500 { 3cc09d31 9d45¢143 - a827f1d7 ee60dd3c [-1] /
0x00000000 } Aggr; Output of HASH_R hash[16] = 0x621b3fef 4785796
a22d69ed 9298881

15:29:35: DEBUG: *#* SSH_IPADDR_ANY **xx:500 (Initiator) <->
XXX. XXX. XXX. XXX:500 { 3cc09d31 9d45¢143 - a827f1d7 ee60dd3c [-1] /
0x00000000 } Aggr; Hash value mismatch

15:29:35: Auth: Info: Phase-1 [initiator] between
usr@fadn (udp:500, [0.. 15]=XXXXXXXXX@dit. com) and
ipv4 (udp:500, [0..3]=XXX. XXX. XXX. XXX) failed; Authentication

15:29:35: DEBUG: *++ SSH_IPADDR_ANY **xx:500 (Initiator) <->
XXX. XXX. XXX. XXX:500 { 3cc09d31 9d45¢143 - a827f1d7 ee60dd3c
0x00000000 } Aggr; Error = Authentication failed (24)

15:29:35: DEBUG: *++ SSH_IPADDR_ANY **xx:500 (Initiator) <->
XXX. XXX. XXX. XXX:500 { 3cc09d31 9d45¢143 - a827f1d7 ee60dd3c
0x1d846993 } Info; Sending negotiation back, error = 24

15:29:35: DEBUG: *# SSH_IPADDR_ANY *%:500 (Initiator) <->
XXX. XXX. XXX. XXX:500 { 3cc09d31 9d45¢143 - a827f1d7 ee60dd3c
0x1d846993 } Info; Encode packet, version

+  Phase-2883FED &L

ZzbNndFEAE: KrEk7 12U X (Phase-2)

Tatre 7 OWNERIL Phase-1 $BFFICOWTIRXIERICAKAZI L TH Y £973, Phase-2
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FREICRE L CWET, B2 b DFKE LE L TiX, NET-G Secure VPN
Client ] & xtA1#&#E/L— 2 B TD Phase-2 FBEEICAWSBELTILIT ) XLH, E
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Phase-2 ZREEICAWLS N BESIE 7LD ) X LIZDWLT NET-G Secure VPN
Client, #E#EFEIL—FAEDICTHERIIEZSL,

15:32:52: DEBUG: *#* SSH_IPADDR_ANY **x+:500 (Initiator) <->
XXX. XXX. XXX. XXX:500 { c58e6b82 115¢b132 - c9cbc3be 84d3c07 [-1]1 /
0x00000000 } Aggr; Encode packet, version = 1.0, flags = 0x00000000

15:32:52: Auth: Info: Phase-1 [initiator] between
usr@fadn (udp:500, [0.. 15]=XXXXXXXXX@dit. com) and
ipv4 (udp:500, [0.. 3T=XXX. XXX. XXX. XXX) done

15:32:52: DEBUG: s+ SSH_IPADDR_ANY **xx:500 (Initiator) <->
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unknown } unknown; Packet to unknown Isakmp SA, ip =
XXX, XXX. XXX. XXX:500
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